
1. Mark the parts that confuse you. Make a marginal note to explain how it confuses you. (Words in bold must be annotated.)
2. Use what context clues you can to make a guess about what confuses you.
3. Comment on the text by connecting to personal experience or previous knowledge.
4. Watch the vocabulary video afterward (on Friday) – this will be part of your grade.

Apple refuses to unlock phone of San Bernardino terrorist
George Brown and CNN Wire at WREG News 3 Memphis February 18, 2016

Comprehension Comments

Apple has responded to a California judge’s order to help the FBI 
break into the phone of one of the San Bernardino terrorists with a 
public letter saying it opposes such a move and will fight the order, 
labeling the instruction “an overreach by the U.S. government.”

The court has given Apple five business days to contest the order if 
it believes that assisting the FBI in this manner would be “unreasonably 
burdensome.” Apple’s CEO Tim Cook on Tuesday released a “message 
to our customers,” in which he asserts that complying with the federal 
judge’s order would entail building “a backdoor to the iPhone,” creating 
“something we consider too dangerous to create.”

“The government is asking Apple to hack our own users and 
undermine decades of security advancements that protect our customers 
— including tens of millions of American citizens — from sophisticated
hackers and cybercriminals,” the letter reads. … “No reasonable person 
would find that acceptable.”

The letter called for a public discussion on the federal judge’s order,
saying the company was “challenging the FBI’s demands with the 
deepest respect for American democracy and a love of our country.” 
Apple also stated, “We believe it would be in the best interest of 
everyone to step back and consider the implications.” 

U.S. Magistrate Judge Sheri Pym granted the Justice Department’s 
request for help unlocking the phone of terrorist Syed Rizwan Farook, 
who, along with his wife Tashfeen Malik, murdered 14 people from his 
office at the County Health Department in San Bernardino, California, 
in December. The couple was later killed in a shootout with police.

The phone is actually owned by Mr. Farook’s former employer, San
Bernardino County. The county has given investigators permission to 
search the phone, but county officials don’t know Mr. Farook’s 
passcode, according to federal prosecutors.

“Despite both a warrant authorizing the search and the phone 
owner’s consent, the government has been unable to complete the search
because it cannot access the iPhone’s encrypted content,” the 
government filing says. “Apple has the exclusive technical means which
would assist the government in completing its search, but has declined 
to provide that assistance voluntarily.”

Article of the week for February 22, 2016



…Apple’s operating systems include an auto-erase function that, 
when enabled, would result in the information on the device becoming 
permanently inaccessible after 10 failed attempts at inputting the 
passcode, the government wrote in documents seeking the order. …

The Justice Department believes Apple has the technical means to 
bypass the security features, which should allow investigators to keep 
guessing the password until they guess correctly, but so far the company
has refused to do so, the filing says.

Apple said that the FBI had requested that the tech giant produce a 
new version of the iPhone operating system which circumvented key 
security features to install on Farook’s phone.

“In the wrong hands, this software – which does not exist today – 
would have the potential to unlock any iPhone in someone’s physical 
possession,” Cook’s letter said.

While the FBI did not describe this as a backdoor into the iPhone, 
complying with the request would “undeniably” create one, and 
limiting its use to the Farook case could not be guaranteed, it said.

“The government suggests this tool could only be used once, on one
phone. But that’s simply not true. Once created, the technique could be 
used over and over again, on any number of devices,” Cook also 
asserted in his letter.

“The same engineers who built strong encryption into the iPhone to 
protect our users would, ironically, be ordered to weaken those 
protections and make our users less safe,” the letter continued, adding it 
could find “no precedent for an American company being forced to 
expose its customers to a greater risk of attack.”

Apple said in the letter that it had “great respect for the 
professionals at the FBI, and we believe their intentions are good.” “We 
have no sympathy for terrorists,” it said, adding that it did not oppose 
the order lightly.

But it said that the FBI was proposing “an unprecedented use” of 
law dating from 1789 to justify an expansion of its authority, the 
implications of which were “chilling.” “If the government can use the 
All Writs Act to make it easier to unlock your iPhone, it would have the 
power to reach into anyone’s device to capture their data,” it said.

“The government could extend this breach of privacy and demand 
that Apple build surveillance software to intercept your messages, access
your health records or financial data, track your location, or even access 
your phone’s microphone or camera without your knowledge.”
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